
Get a grip on those network connections with pstree and lsof 

As you know, you can string Linux commands together to achieve larger and more 
complicated tasks. Here we will look at locating processes that are connecting over the 
network. We will see how to locate established and listening endpoints.

We will also print process trees to understand how Apache2 forks processes to do load 
balancing of network connections.

First, let’s check all open files that are Internet addresses. All network connections will 
be identified by a network file (such as an Internet socket, which we are interested in 
here).

lsof -i

This will show you all open files that are associated with network files. If you are inter-
ested in either listening sockets or established connections, you can use grep for that:

lsof -i | grep LISTEN
lsof -i | grep ESTABLISHED

Here we see established connections from Firefox to a web server. Now let’s take a look 
at some Apache2 processes.

lsof -i | grep apache2

Here we can see the listening Apache2 processes as well as the established Firefox con-
nection from the same computer. Notice how the parent Apache2 process is owned by 
user root and the forked Apache2 processes are owned by the www-data user.

To understand this better, see the following screenshot where use pstree to understand 
the hierarchy of the Apache2 processes.
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